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Abstract. The notion of a relazed (aka weak) memory model is well
known, given that such models are implemented by almost all hardware
vendors and embedded within the concurrency semantics of many ma-
jor programming languages. However, given the sheer volume of work
on consistency models, formalisations and tools, the area can be both
confusing (and intimidating) for newcomers to get into, with even ex-
perts missing new developments. In this paper, we coalesce a recent line
of work that has focussed on developing reasoning principles for relaxed
memory into a single reference, extrapolating their key ideas. This line
of work aims to reuse (standard) verification techniques for concurrent
programs such as Owicki-Gries, rely-guarantee and refinement that were
established in the 1970s and 80s, which are well known to most formal
methods researchers. We aim to explain these ideas in simple terms, ex-
plain some of the main developments and discuss open problems and
opportunities for further research. Throughout the paper, we will focus
on the RC11 memory model, but discuss how these reasoning principles
apply to other models. Instead of focussing on relaxed memory litmus
tests (which non-experts may not appreciate), we use a novel proof of a
non-trivial buffer developed by Lamport as a running example.

1 Introduction

Hardware vendors and language developers have, for many years, forgone Lam-
port’s principle of sequential consistency (SC), where

“.. the result of any execution is the same as if the operations of all the
processors were executed in some sequential order, and the operations of
each individual processor appear in this sequence in the order specified
by its program.” — Lamport [40]

Instead, most architectures implement relaxed erecution models, which permit
greater levels of hardware and compiler optimisation [26]. The (excessive) syn-
chronisation induced by SC architectures was already anticipated by Lamport:
“The requirements needed to guarantee SC rule out some techniques which can be
used to speed up individual sequential processors.”, which was later validated by
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empirical studies (e.g., [26]). As such, relaxed memory hardware has been avail-
able since the IBM System/370 Model 158 developed in 1972 [8], while high-level
programming languages supporting relaxed behaviours (e.g., causal consistency)
have been proposed since the early 1990s [4]. (The latter have inspired the design
of concurrency models in modern languages such as Java [42] and C++ [9].)

Interestingly, in the same article [40], Lamport also anticipated that the loss
of SC may be necessary for some applications, but that these would lead to
challenges in reasoning. As he states, without SC:

1. “designing multiprocess algorithms cannot be relied upon to produce correctly
executing programs’ and
2. “wverifying their correctness becomes a monumental task’.

Both of these predictions have turned out to be true.

On design, there is still no clear consensus on the semantics of many high-
level languages. For example, current formal models for both C11 (the 2011
C/C++ standard) [38,45] and Java [3,50] are known to have unexpected or even
unwanted behaviours, despite the fact that the semantics and formal models of
relaxed memory hardware are well established [5,6,48,51]. For this tutorial, we
focus on a memory model known as repaired C11 (RC11) [38] which has been
designed from the ground up to be well-behaved (e.g., does not allow unintuitive
behaviours such as thin-air reads), but is still non-trivial to reason about. The
model supports four types of ordering guarantees on memory accesses (i.e., reads
and writes), but we only consider the two most interesting ones: relaxed and
release-acquire, eschewing non-atomic and SC memory accesses.

On verification, early attempts aimed to bypass the problem altogether by
relying on data-race freedom (DRF) guarantees [25] — if a program could be
shown to be free from data-races, provided that the memory model of the lan-
guage supported particular desirable properties (e.g., DRF-SC), one could simply
reason about the program as if it were executing on an SC memory model. How-
ever, many programs are correct in spite of data races and moreover, reasoning
about the absence of data races itself is a non-trivial task.

Our point of departure is the desire to support reasoning about a program
that may have data races to avoid restricting a programmer to a specific design
paradigm. Here, one line of work is on specialised logics for particular weak mem-
ory models, e.g., RC11 [32,56] and Rust [21]. While these are impressive efforts
that are supported by (automated) verification tools, their reasoning principles
enforce use of particular separation logics.

In this tutorial, we focus on an alternative line of work [10,11,18,20,37,49,61],
which have aimed to link verification of relaxed memory programs with classical
reasoning frameworks such as Owicki-Gries [44] and rely-guarantee [31], both of
which are already well-established within the formal methods community. These
frameworks stem from the observation that many modern approaches to for-
malising relaxed memory use complex state models (e.g., graphs of read/write
events, or “views”) accompanied by operational semantics in which the traces
of a program are obtained by interleaving the program’s threads. This there-
fore provides an opportunity to use classical reasoning techniques as desired.
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We note that there are complex models such as the full C11 model, in which
compiler optimisations result in intra-thread reorderings [45], requiring consider-
ation of more complex techniques that additionally interleave operations within
a thread [60,61], but we do not consider them in this paper.

Our running example is a buffer developed by Lamport [39], which uses reads
and writes on two shared variables to synchronise a producer that executes con-
currently with a consumer. Interestingly, the algorithm does not require any
additional synchronisation primitives such as locks or read-modify-write instruc-
tions (e.g., CAS or FAA). As such, our presentation only comprises reads and
writes, further simplifying the memory model, helping keep the paper focussed
on reasoning techniques. It is straightforward to extend models with reads and
writes to accommodate read-modify-write instructions (e.g., see [17,19,20,37]).

Contributions. This paper aims to be instructive, rather than presenting any
significant new results. Nevertheless, we do develop some new material. (1) We
present a model of RC11 (with relaxed and release-acquire accesses) based on an
earlier encoding of the release-acquire model [14]. We consider this to be one of
the simplest possible encodings, reducing the encoding of the memory model to
its essential components. (2) We present a new proof of Lamport’s buffer in RC11
and show that the properties defined in the original paper can be guaranteed
even when using relaxed accesses, which provide very weak ordering guarantees.
(8) We extend the model and proof of the buffer to model the data written by
the producer and read by the consumer, which we show induces release-acquire
synchronisation. (4) We develop a generalised set of assertions that allow us to
reason about “view-transfer” during release-acquire synchronisation, as required
in the proof of the full buffer.

Overview. We present background to this work in §2, where we introduce Lam-
port’s buffer and semi-formally discuss the RC11 memory model and correctness
of the buffer under this relaxed memory model. In §3, we present the operational
semantics for the relaxed fragment of RC11 reads and writes as well as the asser-
tions introduced in §2. We then present the full buffer in §4, the problems with
using relaxed accesses to transfer data between threads and how release-acquire
accesses are used to ensure inter-thread memory ordering. Additionally, we in-
troduce the formal model and our new generalised assertions. In §5, we conclude
with some discussions on related work and future challenges.

2 Background

In this section, we motivate this paper and present the informal background
to this work. In §2.1, we present our running example, which is a buffer devel-
oped by Lamport in 1977 designed to support message passing from a producer
thread to a concurrently executing consumer thread. Interestingly, synchronisa-
tion between these threads is achieved without using expensive primitives such
as compare-and-swap or locks. Instead, the algorithm uses two shared variables
with only increment operations on each variable (see §2.1 for details). We in-
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Fig. 1. Correctness proof of Lamport’s buffer, where n = ms — m,, I =0 < n < b,
np = if js then n — 1 else n and n. = if jr then n + 1 else n. The purpose of the
algorithm is to ensure that [ is an invariant of the program. The highlighted conjuncts

are present in Lamport’s proof, but can be omitted.

formally introduce the RC11 memory model in §2.2, then the behaviour and
correctness of the buffer under RC11 in §2.3.

2.1 Lamport’s Buffer under SC

Lamport’s algorithm [39] (given in Fig. 1), assumes a single producer (left thread)
and a single consumer (right thread) that communicate through a shared buffer!.
As in the original paper [39], we only present the intent of the buffer and (for now)
do not model the reads and writes on the buffer by the producer and consumer
threads. In particular, we use counters ms and m, (both initially set to 0) to
model the number of messages sent and received, respectively. Later (in §4) we
will discuss how the buffer may be implemented and discuss the complications
that this induces in the RC11 memory model.

The threads are synchronised using the shared variables s and r, which are
modified by the producer and consumer, respectively. In particular, after sending
a message (modelled by the increment to m;), the producer increments s. After
receiving a message (modelled by incrementing m,.), the consumer increments
r. Note that s (resp. r) is only modified by the producer (resp. consumer). We
assume that at most b messages may be in-flight (i.e., sent but not yet received)
at any time, thus the producer only attempts to send a message to the buffer if
s —r < b. Similarly, the consumer only attempts to read from the buffer if an
item is available, i.e., s —r > 0. Variables js and jr are auxiliary variables [44],
which are only used in the proof; we discuss these in more detail below. We use

! To simplify the presentation, we elide a modulus parameter, k > b. Lamport’s algo-
rithm replaces s—r by (s—r)modk, and the increments to s and r by (s+1)modk and
(r 4+ 1) mod k, respectively. But as Lamport discusses, an instance of this parameter
is k = oo, which results in the algorithm in Fig. 1.
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(a1; a2) a statement that executes a; followed by as as a single atomic step. The
statement wait grd end is used to block the respective thread until the guard
grd holds.

Memory model. Like Lamport [39], the program in Fig. 1 assumes a strong
SC memory model [40], i.e., each modification to each shared variable, is visible
to all other threads immediately after the modification takes place. This means
that we can view the execution of the program in Fig. 1 as an interleaving of the
two threads. Like Lamport, we assume that each line of the program is atomic
since the variables modified by each thread are not modified by the other.

Correctness. Lamport also gives a proof of correctness of his algorithm by
modelling each thread as a flowchart with nodes representing (atomic) state-
ments and transitions labelled with assertion that holds after each statement
has been executed. This is then accompanied by an informal proof discussing
why the main invariant, I, holds. I states that the difference between the num-
ber of messages sent and the number of messages received is at least 0, and at
most b.

Note that both of the increments in the producer (resp. consumer) are ac-
companied by an update to js (resp. jr) to denote that a message has just been
sent (resp. received). We convert Lamport’s proof to an Owicki-Gries [44] proof
outline, which we then encode and verify in Isabelle/HOL’s built-in encoding of
the Owicki-Gries framework [43]. The Owicki-Gries framework is well known, so
we only describe it informally here. A proof outline is valid [44] iff each of the
following holds.

1. The precondition of the program implies the initial assertion of each thread.
We refer to this proof obligation as initialisation.

2. The conjunction of the final assertions of all threads implies the postcondi-
tion of the program. We refer to this proof obligation as finalisation.

3. For each atomic statement a in each thread, the Hoare triple { P}a{Q} from
the proof outline holds. This proof obligation is known as local correctness.

4. Each assertion P of each thread is stable against the execution of the other
thread, i.e., for each {Q}a from the other thread (where @ is the precondition
of the atomic statement a), {P/\ Q}a{P} holds. This proof obligation is
known as global correctness.

Lemma 1. The proof outline in Fig. 1 is valid.

This lemma has been verified using Isabelle/HOL using the encoding of Owicki-
Gries framework that is part of the standard Isabelle/HOL distribution [43]. This
encoding is powerful and is supported by tactics that allow the proof outline to
be validated fully automatically in under 1 second. This speed has enabled us
to experiment with the assertions, and we have discovered redundant conjuncts
in Lamport’s original proof [39], which are highlighted in Fig. 1 and have been
omitted in our proof.
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2.2 The RC11 Memory Model

Although Lamport’s algorithm and its proof of correctness (as presented in §2.1)
are straightforward, this simplicity stems from the strong assumption of an SC
memory model, which is difficult to achieve in practice. As already discussed,
most modern hardware (and programming languages) implement a relaxed mem-
ory model whose effects invalidate the proof outline in Fig. 1.

In this paper, we will consider the RC11 memory model in detail, which
is a restricted version of the C/C++ 2011 standard [38]. Given that this is a
tutorial on relaxed memory reasoning, we only discuss the minimal fragments
of the model that are needed to address each example. Moreover, we focus on
principles for building logics to support formal proofs under relaxed memory,
whereby frameworks such as Owicki-Gries can be re-used.

Variables in RC11 may either be non-atomic or atomic. The former type
results in undefined behaviour if there is a data race (a read or write on one
thread occurring concurrently with a write on another thread). However, we
are interested in the behaviour of racy programs such as Lamport’s buffer. For
this reason, we will assume that all shared variables are atomic. Under RC11,
one can use a range of memory-ordering® restrictions, describing the observation
guarantees that different threads can make. We will make use of three of these:

— relazred reads and writes, which does not impose ordering among concurrent
accesses,

— releasing writes, which induce a happens-before ordering with acquiring reads
(see below), and

— acquiring reads, which induce a happens-before ordering whenever the read
reads from a releasing write. That is, any happens-before information known
by the thread executing the releasing write is transferred to the thread that
executes the acquiring read.

We will formalise each of these in the upcoming sections, and discuss how they
impact Lamport’s buffer.

An important feature of the RC11 memory model is that program order [5,38]
is maintained, i.e., the order of operations within a thread is unchanged. Thus,
as in SC, we can think of the execution of an RC11 program as an interleaving of
the program’s atomic statements. The difference is that, due to relaxed memory
effects, the modifications in one thread are not guaranteed to be seen by the
other threads, unless dictated by the memory-order restrictions.

2.3 Lamport’s Buffer under RC11

We now consider the behaviour of Lamport’s buffer under RC11, where (like
Lamport [39]) we ignore the reads and writes to the buffer and simply use m; and
m, to count the number of sends and receives. We will discuss the complications
induced by RC11 when modelling the full buffer in the upcoming sections.

2 See https://en.cppreference.com/w/c/atomic/memory_order.html.
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Fig. 2. Lamport’s buffer under RC11, where n., n,, n and I are defined as in Fig. 1.
The assertions are named P; ... Ps to simplify referencing.

Given the range of memory-ordering options, the first question is: which of
these is sufficient to correctly implement the buffer from Fig. 17 It turns out
that, because each shared variable is only modified by one of the threads, it is
sufficient to use relaxed accesses everywhere. This results in the program and
correctness proof in Fig. 2. We use highlights to indicate the assertions that
change or are introduced due to the execution of each atomic command.

RC11-based algorithm. To simplify the discussion, we only consider a single
iteration of the loop, but it is straightforward to generalise the program to the
looping version since a loop invariant is maintained and the precondition does
not over-constrain the initial values of s and r. There are three main differences
in the RC11 version of the producer code compared to the SC version (the
consumer has similar differences):

1. The read accesses of the shared variables s and r within the guard of the

wait is replaced by explicit relazed reads (s, L 5 and Ty 2 r) that store
the values read into local variables s, and r,, respectively.
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Fig. 3. A possible state of Lamport’s buffer under RC11, with each arrow representing
the modification order [5,38].

2. The wait is replaced by an equivalent do-until loop that re-reads r whenever
the program is due to continue waiting. Note that we do not re-read s since
it is never modified by the consumer thread.

3. The update to s is replaced by a relazed write (s 2 sp+1), which increments
s. Again, because s is only modified by the producer, we do not need to re-
read s, i.e., it is sufficient to use the local copy s, read in the first line of the
producer thread.

Ezample 1. For the program in Fig. 2, because all accesses are relaxed, a possible
snapshot of the program state is depicted in Fig. 3. The top and bottom chains
represents the ordering of values of the shared variables s and r, respectively
generated by the writes to each variable. Each arrow represents the modification
order [5,38], which is an ordering of the values of each variable as the program
executes. The modification order is a total order on each variable. The values of
s depicted are sv — 5, sv — 4, ..., sv, whereas the values of r are rv — 2, rv — 1
and rv. In Fig. 3, we assume that rv = sv — 4.

The value(s) that a thread may read are dictated by the thread’s current
view. Since s is only modified by the producer thread, p, its view of s is the latest
(i.e., most up-to-date) value sv. Thus, any read (including a relaxed read) of s
performed by p is guaranteed to return sv. However, the consumer thread ¢’s view
of s may be stale, as is the case in Fig. 3. Here, since ¢’s view is currently sv — 3,
a read performed by ¢ may return any of the values in {sv—3,sv—2,sv—1,sv}.
Similarly, ¢’s view of r is the latest value rv, whereas the producer thread p’s
view is the stale value rv — 2. Thus, any read of r by ¢ may only return rv,
whereas a read of p may return values in {rv — 2,rv — 1,rv}.

The challenge therefore (which was solved in prior works [17,20,37,61]) is to
develop a set of assertions that capture the phenomena in Fig. 3 at a high level.
We discuss these below.

Correctness under RC11. Validity of the proof outline in Fig. 2 is defined
using Owicki-Gries’ definition, exactly as in §2.1, i.e., we check the standard proof
obligations: initialisation, finalisation, local correctness and global correctness.
The only difference is that the assertions used describe the relaxed memory RC11
state. The proof in Fig. 2 only requires two weak memory assertions:
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— The definite value assertion, & = xv, which indicates that thread 7’s view of
z is of the last value, xv.

— The possible values function, |7)x, which returns the set of values that 7 may
read for x.

Ezample 2. For the state in Fig. 3 (described in Example 1), we have s £ sv and
r = rv. Moreover, |p)r = {rv —2,rv — 1,rv} and |c)s = {sv — 3,sv — 2,sv — 1,sv}.

In general, if # = xv, then xv € |7)z and, in fact, |7)x = {xv}. Note however that
|7V = {xv} does not imply = = xv since the definite-view assertion also requires
that 7’s view of x is the last-written value.

With this understanding, it is possible to prove the following lemma. We
have, in fact, encoded and verified validity in Isabelle/HOL using the encoding
by Dalvandi et al [20].

Lemma 2. The proof outline in Fig. 1 is valid.

The main components of the proof outline in Fig. 2 are derived from the SC
proof in Fig. 1. The main difference is in the supporting assertions that are used
to establish the invariant, I.

Ezample 3. Consider the assertion P;. The conjunct Vrv. 7 = rv = n, < sv —rv
is used directly to establish I. Note the similarity of this conjunct with the
corresponding assertion n, < s — r in Fig. 1. The difference in RC11 is that we
cannot directly use the values s and r since these values may be different for
different threads.

The value sv is the definite value that p observes of s, which is obtained from
the conjunct s £ sv in P; itself. For rv, we cannot fix the value of r using a
corresponding conjunct of the form r = rv since such an assertion would not be
stable under the update to r in thread c, i.e., the global correctness proof would
fail. Instead, we obtain the value rv using universal quantification, which states
that for any definite value rv of r as seen by thread ¢, we have n, < sv — rv.

Asin Fig. 1, the conjunct —js supports the global correctness proof of thread
¢ (establishing a value for n,. Finally, V,, is used within thread p to establish
the conjunct r, < rv in P3 and the conjunct 3rv. r < rv in P,. The latter is
straightforward since it follows directly from V},, but the former is interesting.

Essentially, we require a condition that allows us to strengthen the for-all
condition in Ps, which describes the value read by p in relation to the last value
written by c. As depicted in Fig. 3, this value is at most rv (i.e., the value that ¢
can see). To support establishing this conjunct (i.e., r, < rv) in Ps, we use the
first conjunct of V,,, which states that, if the definite value of r is rv (according to
¢) and p can read a value v, then v must be at most rv. Under this assumption,
the read of r by thread p within the do loop is guaranteed to establish r, < rv.

3 Relaxed Reads/Writes

We now discuss the formal background to support the claims in §2. We start
by introducing the fragment of RC11 comprising only relazed read and write
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accesses to keep the discourse as simple as possible. We introduce the operational
semantics in §3.1, then in §3.2 formalise the “value” assertions from Fig. 2. Later,
in §4, we consider the more complex release-acquire fragment and the assertions
that can be used to reason about message passing under such semantics.

3.1 Operational Semantics

The semantics of the RC11 was originally defined in a graph-based declara-
tive (aka axiomatic [5,38]) style, which provide descriptions of the allowable
behaviours of a program in a given memory model. These semantics consider
complete executions of a program to determine whether or not each execution is
allowed by (i.e., possible in) the memory model using axioms over the resulting
execution graph.

However, such semantics are not amenable to stepwise verification, as re-
quired by frameworks such as Owicki-Gries and rely/guarantee. However, for
many axiomatic models (including RC11), it is possible to develop equivalent
operational semantics [23,32, 33,46, 48]. These models can either build directly
on the axiomatic graphs [23,34,41] or use an equivalent encoding based on
“views” [11,15,32,46,61]. The assertions needed for relaxed memory verification
can easily be defined in both operational encodings (e.g., see [60]). In this paper,
we opt to present the view-based semantics, which are closer to the assertions
that we use, and hence easier to understand.

Language. We assume the extended while language below. We assume Var
denotes the set of all variables, which are partitioned into local variables, L, and
global variables, G. We further partition the local variables into registers, Ry,
and auxiliary variables, Ay. Registers appear in programs, whereas auxiliary
variables are only used to support proofs. We also assume a set of values, Val,
and a set of thread identifiers, Tid.

Suppose v € Vaul, r € Ry, a € Ay, e,e1,es € Exp, f, f1,fo € Auz, x € G,
a € Asgn, ¢,c1,c2 € Com and b € Exp is boolean valued. Let M € {X,R, A} define
the memory access type. Then the syntax of programs is given by:

Ezp:=v|r|cele ®es Auz :=v|r|alof ]| fL® fo
Asgn =t :=¢|r: 2z |22 e
Com ::=a | (a;a:= f) | c1;ca | if b then ¢; else ¢y | do c until b

Prog ::= At € Tid. c

Note that all expressions are over local registers only. We have three types of

assignments: local assignments (r := e), reads (r A z) and writes (z 2 e). The
remaining commands are standard.

For simplicity, we assume top-level parallelism though it is possible to sup-
port dynamic thread creation [37]. A concurrent program is a mapping from
thread identifiers to commands. We assume that the set of registers are further
partitioned into disjoint sets of local registers for each thread.
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Modularising the Memory Semantics. The state is split into two compo-
nents: a local component (which has type ¥ = L — Val as in standard SC
semantics [43,44]) and a relaxed-memory state (whose type I" can be instanti-
ated in different ways). We discuss the view-based instantiation of I" below.

Let 0 € X, v € I' and Il € Prog. At the top level, program execution is
defined by the following rule:

Proc
(0,7, (7)) =+ (', )
(o,7,IT) — (o', 7/, H[r + (]

Here the program takes a step if some thread 7 takes a step. The execution
of non-atomic commands is standard. As an example, we present the rule for
atomics with auxiliary variables, where [[e], denotes the value of e in the state o.

Aux B
<O—777a> —r <OJ7’Y/7J—> a=aj,...,ap f:flv"'vfn

(0,7, (a,a:=[)) =+ <0/[a1 = [[flﬂm ey @p [[fn]]a}»'Y/»JJ

Note that because the auxiliary update must take place in parallel with the
execution of a, we evaluate e in the initial local state 0. We use L to determine
that the command under consideration has terminated.

Finally, we have rules for the three assignment statements. The rule for local
assignment r := e is as standard and updates the local state o. For the reads
and writes, we have the following rules, which are parameterised by the memory
ordering restriction M. The premises of both rules for different instances of M are
defined in Figs. 4 and 7 and will be discussed below.

RD Wr
(x,read(v),M) , (@ write([e] o) ,M) ’
T Y Y
<07"Y; r :i .’L’> _>T <O'[I‘ = v]7717 J—> <0773‘T :i 6) _>T <07 7/7 J—>

The RD read rule presumes that it is possible to transition from ~ to 4" using the
yread(v),
rule y { read(v) 4) - 7', where the read returns the value v. Note that the reads

may have a side effect of updating the view and hence v may not be the same

(z,write([e] & ),M)

as «. Similarly, the write rule presumes ~ + v and introduces a

new write with value [e], to the weak memory state.

View-Based Relaxed Read/Write Semantics. We provide an instantiation
of I" based on the formalisation in [14]. Each v € I" is a pair of the form (m, V).

— m is a set of messages comprising all previously executed writes. Each mes-
sage is a tuple of the form u = (z,v,t,V,M) where: x € Var is the vari-
able of the message, v € Val is the written value, t € Q is the timestamp,
V € View = Var — Q is the message’s view, and M is the memory ordering.
Timestamps are used to order messages of the same variable, as depicted in
Fig. 3. A message’s view is used in the release-acquire fragment, and can be
ignored for now since it has no use for relaxed reads/writes.
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WRITE-RLX-REL

READ-RLX e = (z, write(v), M) V' = V(1) [z —
e = (z,read(v), X) (z,v,t,.,) €m V(r)(z) <t t & ts(myg)
V(r)(z) <t V' = V(7)[z — t] u={x,v,t, V’,M)
(m, V) S, (m, V[r — V']) (M V) Sr (m U} Vir = V')

Fig. 4. Relaxed reads and relaxed /releasing writes in RC11

— V: Tid — View is a mapping from each thread to its view.

The operational semantics of relaxed reads/writes on the weak memory state
are given by the transitions in Fig. 4. We use the functions var(u), val(u), ts(u),
view(u) and ord(u) to retrieve the variable (z), value (v), timestamp (¢), view
(V) and memory order (M) of a message p. We lift these projection functions to
sets of messages pointwise (e.g., ts(S) = {ts(u) | © € S}), and write my, for the
set of all messages p € m with var(p) = .

A relaxed read by thread 7 on shared variable x may read from any message
(x,v,t,_, ) whose timestamp ¢ is at least as large as 7’s view of x. The read
ignores the view and memory-ordering constraints of the message, but retrieves
the value v. As a side effect of this read, the view of 7 for x is updated to t.

A relaxed write by thread 7 writes to a variable x, adds a corresponding
message p to m with some fresh timestamp ¢ that is larger than V(7)(z), the
timestamp of the latest message to x that was observed by 7. Then, the thread
7 updates its view of x to t. Note that the write rule in Fig. 4 also encodes
releasing writes, which we discuss in §4. Such writes make use of the component
V'’ in each message, which is ignored by relaxed reads/writes.

3.2 Value Assertions and Owicki-Gries

With an operational semantics in place, we now formalise the value assertions
used in Fig. 2. The view function and definite-view assertion are now straight-
forward to define:

obs(t) = Aa. let a = (_, (m, V)) in {p € m | ts(u) > V(7)(var())}
x = Aa. val(obs(7)(a)),)

(1= Xa. let a = (_,(m,V)) in V(7)(z) = max(ts(m,))
rZeZ= A let a=(o,) in (z{(7)(a) A (|7)2)(a) = {[e]o}

Thus obs(7) determines the set of messages that 7 can observe in the given state.
These are the messages whose timestamp is at least the timestamp of 7’s view
for var(p). |7)x is a function on the state that returns the set of values of = that
T may read. z((7 is a predicate that holds iff 7’s view of x is the message over x
with the highest timestamp. & = xv holds iff 7 is viewing the highest-timestamp
message on x and this message has the value xv.

The operational semantics also leads to a natural definition of a Hoare-triple,
where 7 I> ¢ denotes the command ¢ executed by thread 7.
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Definition 1. Given assertions P,Q : X x I' — B, thread T € Tid, command
c € Com and program II € Prog:

{Pir>c{Q} =Vo,q. P((0,7)) Ao,y ¢) =7 (0.9, L) = Q((d’,7))
{PHI{Q} =Vo,v. P({o,7) Aoy, ) =" (o', ', Ar. 1) = Q((d",7"))
This definition naturally supports decomposition rules from Hoare logic for com-
pound statements, e.g., sequential composition is covered by the following rule.

S{Eg}Tbcl{Q} {Q}r > c2{R}
{P} TD>c1;C {R}

The decomposition of proof outlines of concurrent programs is also the same
as in Owicki-Gries’ framework (see §2.1), except that each triple must include
information about the executing thread since we use thread-specific assertions.

— Local correctness holds if, for each atomic statement a in each thread 7, the
Hoare triple {P }T > a{Q} from the proof outline holds.

— Global correctness holds if, for each assertion P of each thread 7, for each
{Q}T/ > a in another thread 7/, we have {P A Q}T' > a{P}.

The main difficulties stem from the proof rules for atomic commands (e.g.,
relaxed reads and writes). Here, it is necessary to describe how these statements
interact with the view-based assertions above [20,61]. We give some examples of
such rules below.

RD-POSS RD-DEF

{|T>:C:S}Tl>r:ix{r65} {x;xv}TDrzix{r:xv}
RD-STABLE WR-LATEST
{m;xv}lerzi y{x;xv} {:c<<7}7'l>x:i e{x;e}

Rule RD-POSS states that, if the view of 7 on variable x is such that it sees
the set of values S, then loading the value of x into the local register r results in
a post state where r € S. By RD-DEF, if the view of 7 on z is the last value xv,
then the effect of loading = into r results in a post state where r has the value xv.
Rule RD-STABLE states that a definite-view assertion is stable under the read (by
any thread). Note that 2 and y as well as 7 and 7’ are not necessarily different.
Finally, WR-LATEST states that if 7 sees the last value on x, then storing e in x
results in a state where, from the perspective of 7, the value of z is definitely e.

These can be extended to cover stability of assertions, e.g., due to assign-
ments on other variables and statements executed by other threads. Sound-
ness of each of these rules is proved by unfolding Definition 1. Such proofs are
generally straightforward to encode and prove in theorem provers such as Is-
abelle/HOL [11,20,61].
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4 Modelling and Verifying the Full Buffer

Although Lemma 2 establishes correctness of the main invariant I, there are
additional subtleties if the correctness proof includes details about the buffer
itself. As Lamport discusses (though does not prove), under SC, the buffer can
be modelled and verified if the algorithm includes an array B[0..b — 1], where
the producer puts each new message into B[s mod b], and the consumer takes
each message from B[r mod b]. To simplify the assertions and avoid some te-
dious modulo calculations, we assume that B is an infinite-sized array. With
some additional work, the program and its proof outline can be extended to
accommodate a wraparound buffer.

4.1 Synchronising the Buffer in RC11

Under RC11, each BJi] is a shared location, and thus is affected by the relaxed
memory semantics. In particular, it may be possible for the consumer to read
a stale value of B[i], which is undesirable. To prevent this, we must strengthen
the memory-ordering guarantees.

In an implementation, updates to B may involve a large payload, so it is
undesirable to introduce extra memory orderings on B directly. Instead, we use
the index updates on s to induce release-acquire synchronisation, which enables
transfer of happens-before information from the producer to the consumer. We
require that, upon reading a value k of s, that allows the consumer to read from
B (i.e., exit its do-until loop), the consumer thread ¢ must see the latest value
of B[k]. However, the semantics of reads (cf Fig. 4) is that the reader may read
from any later write. Thus, it may be the case that ¢ jumps ahead by several
steps when reading s, i.e., updates its value from kg to k where k — kg > 1. Since
it will read from the buffer in order, i.e., Blko|, then B[ko + 1], up to B[k — 1],
we require that upon reading k for s, the consumer thread sees the latest values
of each of the entries Blkol, Blko + 1], ..., B[k — 1].

Release-acquire synchronisation provides precisely this guarantee, which we
describe informally using our view model using the example state in Fig. 5.

Ezample 4. Fig. 5 aims to capture the effect of an acquiring read of s (returning
the value sv — 1) by thread ¢. Here, we not only consider the writes on s and r,
but also on the buffer indices. We assume that all writes are relaxed (X) except
those on s, which are always releasing (R).

The view of ¢ before and after this read are highlighted in red and green,
respectively. Notice how the effect of the read is to not only update ¢’s view on s
but also its views on the important buffer indices B[sv—2] and B[sv—1]. Thread
¢’s view of Blsv] is unchanged. To achieve this in the view model, the key idea
is to store the writing thread’s view within each releasing write at the time of
writing. In Fig. 5, when the write of value sv occurs, the view of this write on
B is as indicated by the blue dashed arrows. Now, if ¢ reads sv for s using an
acquiring read, ¢ not only updates its view of s (cf Fig. 4), it also inherits the
views of this write.
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1 Vsy
Blsd (D) »
@, lc
1 Vo1
Blsv — 1] ®—>® p, C -
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c g :
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rv—2 rv—1 rv
D)
c

Fig. 5. A possible state of Lamport’s buffer under RC11, with the solid arrows repre-
senting the modification order [5,38] and the dashed arrows representing the message
view. In this state p has written the value vs, in BJsv], but it has not yet updated s.

These observations lead to the program and proof in Fig. 6. To model the
send-receive behaviour, we assume an (infinite) array of values, v, that p wishes
to send (via B) and that these are read into an array of values w by c¢. Thus
main invariant is thus I,. (see Fig. 6). Given that rv is the value of r definitely
seen by c, for all all indices 7 less than rv, each value received w; must equal the
value sent (v;).

The proof I, is supported by new assertions W, and W,. Here, W, describes
view-transfer during release-acquire synchronisation via its consequent, which is
a predicate of the form 7 ~» ¢, stating that, if thread 7 performs an acquiring
read such that 7 holds, then the state after the read is guaranteed to satisfy ¢.

Ezample 5. Consider the state in Fig. 5 before ¢ performs the read of s, i.e., ¢’s
view of B is as indicated in red. Let (z = xv) ~» ¢ be a special case of m ~ ¢,
where the transition to ¢ is only guaranteed if 7 reads the value xv for x (see (1)
for the formal definition). Then in the state before ¢ performs its read, we have:

(s =sv) ~> (Vk < sv. B[k] = vy,)

Le., if ¢ were to read the value sv for s using an acquiring read, then after
performing this read, its view would be updated so that (Vk < sv. B[k] = vy,)
holds, as indicated by the green views.

4.2 Release-Acquire Semantics Proof

We now present the formal definitions that establish the intuitions over view
transfer from §4.1.
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W,

—~ c
Ine = (Vv s =1 = Wowi ... Wy—1 = VU1 ... Ury—1)

Fig. 6. Full model of Lamport’s buffer under RC11, where Init is the initial precondition
in Fig. 2, and Q1 ... Q¢ are the counterparts to P; ... Ps in the consumer thread.

ACQ-RF-RLX ACQ-RF-REL
e = (z,read(v), A) (z,v,t, ,X) €Em e = (z,read(v), A) (z,v,t,V,R) €m
V(T)(z) <t V' =V(1)[z — 1] V(T)(z) <t V' =y(r)uv
(m, V) Sr (m, V[T = V'] (m, V) Sr (m, V[T = V'])

Fig. 7. Transitions of acquiring reads

Release-Acquire Semantics. Recall that the semantics of releasing writes is
already covered by the WRITE-RLX-REL rule in Fig. 4. This time we take note
of the fact that the message u corresponding to the write records the view (V')
of the executing thread (7). Roughly speaking, this view represents the happens-
before information of 7, and by storing it in u, we allow future releasing reads
to learn this information.

The semantics of acquiring reads is given in Fig. 7. There are two rules for
acquiring reads, depending on whether the write that it reads from is releasing.

— When the write is not releasing, the transition is covered by the rule AcQ-
RF-RLX. The effect of this rule on the memory state is identical to the rule
for relaxed reads (rule READ-RLX in Fig. 4).

— When the write is releasing, we use the rule ACQ-RF-REL. The difference
here is that the read causes the reading thread’s view to synchronise with
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the view of the write that it reads from, i.e., the new view is determined by
V(1) UV, where

ViU Vs = Az € Var.max{Vi(z), Va(z)}.

Given V1, V5 € View, V1 U V; defines a new view mapping each variable x to the
larger timestamp between Vi (x) and Va(z).

View-Transfer Assertions. With the release-acquire semantics in place, we
formalise the view-transfer assertions. We first define a function filt that filters
messages that 7 can observe according to a predicate m over messages:

filt(r,m) = Aa. {p € obs(7)(a) | m(p)}

Thus, for example filt(r, (Ap. var(u) = z A val(n) = v)) returns the set of all
messages on variable z that thread 7 can observe whose value is v. Filters allow
one to define assertions such as:

x5 %2 (T Ailt(r, (Ap. var(p) = z Aval(u) > xv)) # 0

which is used in W, in Fig. 6. This assertion states that 7’s view of z is maximal,

and that the value of this last message is greater than xv. Note that if ({7, then

|7)x is a singleton set since 7 can read from exactly one message (which is a

write on ). If filt(r, (Ap. var(u) = x Aval(u) > xv)), then this last message on z

has a value greater that xv, precisely when the set returned by filt is non-empty.
The view-transfer assertion is then defined as follows:

T~ 0 = A let a = (o, (m, V) in
Y € filt(r, ) ().
ord(p) =R A o({o, (m, V[T — V() Uview(n)])))

First we filter the messages observable to 7 satisfying m, and require that all of
these are releasing. Moreover, the effect of reading these via an acquiring read
results in a state that satisfies . In particular, in 7 ~» ¢, we require that ¢
holds in the state after 7 reads a value satisfying =, rather than in the current
state. A special case of the view-transfer predicate is the following:

(x =xv) ~ = (A var(p) = x Aval(u) = xv) ~ ¢ (1)
which ensures view transfer whenever 7 reads the value xv for . An instance of
this predicate appears in the consequent of W, in Fig. 6.

Establishing and Using View-Transfer. We make use of view transfer to
establish the new assertion ¢ as a postcondition using the following rule:

ACQ-VIEW-TRANSFER

{x:xv@¢}7>r:éx{r:xv:>go}

Given the precondition z = xv ~» ¢ and an acquiring read of z into r, if the
value of r in the post state is xv then ¢ must hold.
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{dn A1 ¢ ) f)
{1gfm)fnagn} | {r=12@2n}

d:él; r:éf;
{1¢|TQ>fAd31} {r:1:>d21}
f5£1 s:=d
{true} {r=1=s=1}

{rzlés:l}

Fig. 8. Proof of the message passing litmus test

Although ACQ-VIEW-TRANSFER is generic, establishing it is non-trivial. We
make use of the following rule, which establishes a generalised form of the view-
transfer assertion in our earlier work [17,20,23].

REL-DEF-VIEW-SET
VieS. x#y;

v é|rhan(vieSy =yv)rea = XV{&U —xv 5 (Vi e Sy, Z yvi)}

The rule REL-DEF-VIEW-SET is used to establish z = xv < (Vi.y; = yv;) in
the post state via the execution of z 2w by 7 where 7' is an arbitrarily
chosen thread (and may include 7/ = 7). Let ¢ be the postcondition. If 7 = 7/,
then because (Vi.y; = yv;) holds in the pre-state and the assignment does not
modify any y;, (Vi.y; = yv;) holds in the post-state, which implies ¢». The more
interesting case is when 7 # 7’. Here, we make use of the assumption that
7' cannot read xv for z. Then, because (Vi.y; = yv;) holds, after T executes a
releasing write on z with value xv, if thread 7’ then reads xv for z, its state must

change so that (Vi.y; Z yv;) holds.
Note that the overall transfer of the assertion (Vi.y; = yv;) (in thread 7) to

the assertion (Vi.y; = yv;) (in thread 7’) is via two transitions: the first is the
releasing write on x (of value xv) and the second is the acquiring read of = by
7/ (of the same value xv).

Example 6. We demonstrate the view transfer rules on a simpler message passing
litmus test shown in Fig. 8, where the data d written by the writer thread (71)
is transferred to the reader thread (m3) via a release-acquire synchronisation on
the flag (f). This is captured by the postcondition r = 1 = s = 1, i.e., if the
value of f read by the reader is 1, then it also later reads the data d to be 1.

The proof in Fig. 8 is almost identical to our prior work [17,20], but makes use
of some weaker assertions that we have introduced in this paper. For instance,
the initial condition and precondition of d 21 only require d{(r; instead of the
stronger condition d 2 0 in prior work.

Lemma 3. The proof outline in Fig. 8 is valid.
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We focus on the local and global correctness of the conditional view assertion:
p=f=1%(d21)

in thread 75. For local correctness, if 1 ¢ |m2)f then ¢ is trivially true (since
7o could never read the value 1 for f). Hence, the initial condition implies .

For the same reason, 1 is stable under {1 ¢ [r2)f}71 > d :X 1, which establishes
the stronger assertion 1 ¢ |r2)f as a postcondition. Finally, ¢ is stable under

{1 ¢lm)fAd2 1}71 > f :2 1 by REL-DEF-VIEW-SET discussed above.

With this formal framework in place, we now state our main result:
Lemma 4. The proof outline in Fig. 6 is valid.

Note that this has only been checked manually as it relies on a generalised set
of assertions which have not yet been encoded in Isabelle/HOL. We leave this
as future work.

5 Related Work and Discussion

There has been immense progress in relaxed memory models in the past few
decades, from formal models and compilation correctness results to library ab-
stractions and verification frameworks and tools. This has helped uncover numer-
ous bugs in real software as well as inconsistencies in architecture and language
specifications. We present some related works below and discuss some key chal-
lenges and opportunities for future work. Given the scale of works on this topic,
the review below is almost certainly incomplete. More comprehensive reviews
may be found elsewhere, e.g., a recent survey by Su and Colvin [55].

Other Memory Models. This paper has focussed on reasoning techniques
for relaxed memory models, whereby the principles for reasoning about inter-
thread interference stem from existing frameworks for SC memory (cf [37]). Al-
though this tutorial has focussed on the RC11 memory model, our methods
have been applied more generally to other memory models, e.g., total store or-
der (TSO) [22], persistent x86-TSO [11], strong release-acquire [37] and C11
with relaxed dependencies [60,61]. There have also been some attempts to unify
reasoning principles across different memory models [22,37].

Yet, there is more work to do as the memory models increase in complexity,
e.g., to support future architectures comprising heterogeneous computing [27]
or distributed shared memory [6,7]. Here, the types of assertions that are likely
to be useful for reasoning are currently unclear. Moreover, when memory mod-
els become too relaxed (i.e., they lose program order within a thread), they
induce “interference” from within the same thread, which induces many addi-
tional complications [60,61]. Exactly how intra-thread interference can be effi-
ciently handled is currently unknown. One possible approach is a generalisation
of the technique by Coughlin et al [16], which uses rely conditions to describe
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weak memory effects. Another is the development of new separation logics over
mixed semantics comprising both axiomatic and operational principles [29].

Refinement and Library Abstraction. Several works have consider the prob-
lem of developing abstractions of common data structures and algorithms, over
both declarative [7,47,54] and operational [10,19,52] semantics. While the for-
mer supports modular reasoning, the latter can be trivially linked to stepwise
refinement and standard simulation-based proof techniques.

One difficulty here is that the precise notions of correctness for relaxed li-
braries (e.g., linearizability [30]) can be unclear since library programs not only
affect the happens-before relations within the library, but also the client pro-
gram’s context [24,28,47,54]. Moreover, a total order of operation invocations
and responses, as used in the definition of linearizability, has less meaning here
since it is possible for an operation to be after another (according to this total
order), but still be executed concurrently since the effects of the first are not
seen by the second. As such, an alternative set of works have taken (contex-
tual) refinement directly as the correctness condition [13,19,52], without a de-
tour through linearizability. Like linearizability, these approaches use an atomic
sequential specification, but define the happens-before interactions between dif-
ferent libraries and the client context at this abstract level.

More recently, approaches to library construction have placed composition-
ality at the forefront [59], which have discovered that compositionality and lin-
earizability are intrinsically linked. It would be interesting to study these ideas
through the lens of relaxed memory models.

Logics. We have focussed on a particular line of work that is based on Owicki-
Gries reasoning. Other works have considered generic methods for building rely-
guarantee frameworks in causally consistent memory models [37]. Another line
of work is based on separation logic, which has been applied to several memory
models [21,29,32,56-58]. Although the approaches are different, a common fea-
ture between all of these frameworks use bespoke (non-standard) assertions to
support reasoning about relaxed memory effects. There are some efforts aimed
at unifying reasoning across multiple memory models [22], but these techniques
still assume certain restrictions such as causal consistency, which not all memory
models satisfy.

Work is therefore needed on verifying more examples to generate libraries
of proofs across different memory models. These will, in particular, shed more
light into the types of synchronisation patterns that are most common amongst
different algorithms, allowing one to develop more efficient strategies for their
verification. Such work could also involve development of decidable logics that
sacrifice completeness to boost scalability and automation.

Tool Support. The complexity of reasoning about relaxed memory behaviours
has meant that developing tool support is critical. However, building tools is
challenging since checking safety problems is often undecidable [2,12, 36, 53].
There are now several model checkers built specifically for program executing
over a relaxed memory semantics [28, 35, 41]. However, even when implement-
ing optimal model checking algorithms based on dynamic partial order reduc-
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tion [34] or using techniques such as stateless model checking [1], such provers
remain bounded in the number of threads, locations and/or values, i.e., are not
fully generic. Of course, their push-button (automated verification) capabilities
makes them valuable tools in the verification toolchain, so continued research
into further optimisations remains critical.

Full correctness proofs have been supported by a wide range of theorem prov-
ing tools such as Isabelle/HOL [19,61], Iris [29] and Coq [57], as well as bespoke
tools such as Viper [56] that support automatic deductive verification. As with
the logics discussed above, further experience with proof tools is required to
enable verification to scale, e.g., through more efficient encodings and/or the de-
velopment or tactics that allow proof obligations to be automatically discharged.
Our experiences with Isabelle/HOL [17,20,61] have shown that once the Hoare
triples for (atomic) assignment commands have been established as Isabelle lem-
mas, proofs of Hoare triples from a program’s proof outline can typically be
automatically discharged using calls to Isabelle’s sledgehammer tool. Note that
sledgehammer itself calls a number of internal tactics and SMT solvers to dis-
charge proof obligations. As these tactics and SMT solvers improve, so will our
ability to verify relaxed memory programs. However, this experience still pales
in comparison to the speed at which Isabelle is able to discharge proofs under
SC (see Lemma 1).
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